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ABSTRACT

Modern organizations increasingly rely on information technology (IT) to support
their transactional processes and business strategies. The objective of this article is to
evaluate the impacts of the implantation of IT governance in the segment of health plan
operators (OPS) based in the state of Ceard as support for compliance with the norms of
the National Health Agency (ANS), through a qualitative case study for descriptive and
applied purposes. The theoretical framework was based on a review of the literature
on important IT governance frameworks applied in the supplementary health market in
Brazil and the regulation imposed by ANS regarding IT. Semi-structured interviews were
conducted with the IT managers and IT user areas of these companies. The results were
obtained from the triangulation of the interviews, direct observations and documentary
analysis, whose evidences were treated by content analysis. The conclusions indicated
that IT governance has a strong impact on quality and planning in meeting ANS standards,
but the operators surveyed still do not explore all the available potential, with several
levels of maturity and many opportunities for evolution.

Keywords: IT Governance; Information Technology; Supplementary Health Plans; Natio-
nal Health Agency.
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In the early 1990s, faced with the reckless attitude
of some executives, it became clear the need to ensure
greater security for shareholders, particularly minority
shareholders. To date, there were no established pat-
terns of control over the management of organizations,
which gave rise to fraud and systematic disobedience
of the rules established by regulatory bodies. However,
thanks to strong US economic growth and high corporate
profitability, corporate governance has gained little focus
on management models of organizations.

With the crises of Mexico, Asia, Russia, among others,
investors changed their behavior, demanding that those
responsible for management clear rules for mediation of
interests that involve the allocation of resources in orga-
nizations. It was only after the year 2000, with a series of
relevant facts around the world, such as the millennium
bug, the internet bubble, fraud and crimes against the
economy, that corporate governance plays a central role
in the business management models. Among the new ru-
les, the Sarbanes-Oxley Act stands out, the adequacy of
which is now required for the trading of shares of the
stock in the New York Stock Exchange (Mansur, 2007).

Information technology (IT), present in all contempo-
rary organizations, regardless of size and nature, plays
an increasingly important role in the execution of tran-
sactional and control processes and, consequently, in the
support to adherence to the rules imposed by govern-
mental and sectoral laws and regulations. Lunardi et al.
(2014) found that companies that have adopted IT go-
vernance practices improved their performance by con-
sidering several dimensions, resulting in improved pro-
fitability. Public organizations have also benefited. Juiz
et al. (2014) concluded that the use of an IT governance
structure in a public entity helps in achieving the goals of
transparency and accountability for IT assets.

Historically, the public health system in Brazil stands
out due to the evidence of poor quality of care, scarce
and precarious equipment, and unprepared or discou-
raged medical teams to offer a good health service to
the population. The discussion of the causes that trigge-
red this situation is not in the scope of this article, but
the consequences of this situation have opened space
for the consolidation of private health plans and insu-
rance, which make up the supplementary health market,
which have occupied an increasing space in the Brazilian
health system (Pereira Filho, 1999). The increasing judi-
cialization of health rights, both in the scope of the Uni-
fied Health System (SUS, acronym in Portuguese) and in
the health plan operators (OSP, acronym in Portuguese),
brings even greater pressures for the health system ba-

lance (Carlini, 2014).

The supplementary health sector, which began to gain
relevance since the 1960s with the advance of formal
work in private companies, is made up of health plan
operators, doctors, dentists, nurses and other health
professionals. It involves hospitals, laboratories and cli-
nics in a health care network that serves consumers of
private medical and dental health care plans (Machado
et al., 2017).

In recent years Brazil’s supplementary health sector,
the world’s second largest health care provider reached
72,000 users in June 2015. On this occasion, the National
Health Agency (ANS) registered 1,390 active supplemen-
tary health care providers, of which 1,013 were health
care plans and 377 were exclusively dental plans. Among
the health plan operators, the seven largest, all with
more than 1,000,000 users, held more than 31% of the
beneficiaries at the time; among the operators that ope-
rate exclusively in the dental plans, the concentration is
even greater, since nine of them, all with more than 300
thousand beneficiaries, hold more than 60% of the mar-
ket (ANS, 2015).

Insofar as they operate in a heavily regulated sector
and subject to a growing process of judicialization, com-
pliance with ANS standards and the improvement of the
quality of services become critical.

Given the context, the objective of this article is to
evaluate the impacts of the implementation of IT gover-
nance in the OSP segment with headquarters in the state
of Ceard as support for compliance with ANS standards.
It is important to point out, in order to highlight the re-
levance of the study, that failure to comply with the ANS
rules may result in fines, interventions, suspension of the
sale of plans, and even cancellation of the operator.

2. THEORETICAL REFERENCE

2.1 Corporate governance

The implementation of corporate governance has be-
come a must after the the bursting of scandals in early
2002, involving organizations such as Enron, Worldcom
and Tyco, which have caused declines in stocks in the Uni-
ted States and major markets worldwide, thus strengthe-
ning stakeholder compliance practices (Griffith, 2016).

According to the Brazilian Institute of Corporate Go-
vernance, corporate governance can be defined as the
system by which companies and other organizations are



directed, monitored and encouraged, involving relation-
ships between partners, board of directors, board of exe-
cutive officers, supervisory and control bodies and other
stakeholders (IBCG, 2016).

According to Weill et Ross (2006), the areas portrayed

in Figure 1 act in the processes covered by corporate go-
vernance.

Shareholders Other Stakeholders ]
Council

[ Senior Executive Team]

Strategy |- ----- {

Figure 1. Corporate governance environment
Source: Weill et Ross, 2006

Desirable behavior ]

The Sarbanes-Oxley Act, known as SOX, emerged in
2002 to change the global governance landscape, crea-
ting stricter auditing standards and new requirements in
the stock market. SOX was designed to inhibit accounting
fraud and to compel CEOs and CFOs to sign the financial
statements, certifying and attesting to the effectiveness
of their organization’s internal controls and procedures.
SOX required a strong re-adaptation of the corporate
governance mechanisms of organizations with agency
problems (Gu et Zhang, 2017), which may influence the
redesign of applied regulation in emerging economies
(Goel et al., 2017).

2.3 IT Governance

IT governance was heavily influenced by the discus-
sions that took place within corporate governance, pro-
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posing mechanisms to increase the security, tracking
and transparency of IT processes in organizations (ITGI,
2003). According to Weill et Ross (2006), effective IT
governance must address three issues: what decisions
should be made to ensure effective management and use
of IT? Who should make these decisions? How will these
decisions be made and monitored?

Five key decisions are interrelated and require linkage
for effective IT governance as outlined in Table 1.

For Kooper et al. (2009), there are two factors that li-
mit the adoption of IT governance frameworks in organi-
zations: the concept, since IT governance was developed
by auditors and not by IT professionals; and how com-
panies apply the concepts of IT governance, focused on
control activities, ignoring the generation of value to the
organization.

From its genesis, IT governance aims to ensure alig-
nment between business interests and IT responsibili-
ties by controlling and deploying IT strategy. Therefore,
this strategy should be designed, planned and suppor-
ted by top management, business management, and IT
management to provide the necessary support to the
organization’s business (Affeldt et Vanti, 2009; De Haes
et Grembergen, 2004; Weill et Ross, 2006).

After nearly 30 years of matured formal and informal
IT governance mechanisms in the organizational envi-
ronment, where efforts were focused on the control and
compliance mechanisms of regulatory bodies, evidence
of the need to align it with IT governance and strategic
planning are increasing, involving technical, methodolo-
gical and behavioral aspects, especially those related to
organizational culture (Wu et al., 2015).

Corporate governance dictates corporate strategies
that will guide IT governance activities. This, in turn, will

Table 1. Key IT Governance Decisions

Decisions about IT architecture

Logical organization of data, applica-
tions and infrastructures, defined from
a set of policies, relationships and
technical options adopted to obtain the
standardization and the desired techni-
cal and business integration.

Decisions about the principles of IT
High-level statements about how IT is used in business

Decisions on IT Infrastructure

IT services coordinated centrally and shared to
prove the company’s IT capacity.

Business Application Needs

Specification of the business need for IT appli-
cations acquired on the market or internally
developed.

Decisions about IT investments and
prioritization

Decisions about how much and where
to invest in IT, including project appro-
val and justification techniques.

Source: Weill et Ross, 2006



Electronic Journal of Management & System
Volume 11, Number 4, 2018, pp. 495-508
DOI: 10.20985/1980-5160.2018.v13n4.1432

be guided by the IT committees, which will determine
the actions and tools to be used in each area covered by
IT, as described in Figure 2 (Schiavon et al., 2010).

CORPORATE GOVERNANCE

A4 ¥

PMBOK
][ IT USERS COMMITTEE ]

Corporate Strategies

COBIT IT GOVERNANCE

IT EXECUTIVE

I

COMMITTEE
BSC ALIGNMENT WITH LAWS, NORMS AND SOX, ANS, ANAC,
BUSINESS REGULATIONS T
BSCTI IT STRATEGIC SOFTWARE cMMI
DEVELOPMENT
PLANNING MPS,br
ITIL | IT SERVICES INFORMATION 1SO 27001
SECURT 1SO 27002

Figure 2. Governance Framework and its support tools by area
Source: Schiavon et al. (2010), adapted by the author.

As can be seen in the framework proposed by Schiavon
et al. (2010), the complementarity of the tools applied in
each area will be crucial to the success of IT. In this sense,
it can be emphasized that the main objective of IT gover-
nance is to ensure that the services of the area support
the strategic objectives of the company.

Nfuka et Rusu (2011) proposed a model presenting
the critical success factors for IT governance effective-
ness, among which: (i) the involvement and support of
top management; (ii) the commitment of the stakehol-
ders; and (iii) senior management’s understanding of bu-
siness objectives, the role that IT plays in achieving them,
and in making that role perceived by managers.

Tallon et al. (2013) argue that IT governance consists
of the management of physical IT artifacts, such as hard-
ware and networks, and intangible assets such as soft-
ware, and that information as an IT asset needs a diverse
approach in order to be effectively governed.

The use of best project management practices to im-
prove IT governance is highlighted in the scientific litera-
ture (Sirisomboonsuk et al., 2018). Project Management
Body of Knowledge (PMBOK) Guide, is an international
standard of best practice in project management. A stan-
dard is a document that defines standards, methods,
processes, and practices. This guide constantly evolves
from the best practices reported by project management
professionals (PMI, 2008).

The Project Management Institute (PMI, 2008) defi-
nes a project as a temporary effort to create a unique
product, service or result that only ends when the ob-

jectives are achieved or when it is concluded that these
objectives will not or cannot be achieved and, thus, the
project ends; or when the project is no longer needed.
The PMBOK presents several concepts about project ma-
nagement, but this guide is not a methodology, it is a
set of knowledge and guidelines for managing projects,
collaborating for their success. The PMBOK groups the
best practices in groups of processes, areas of knowled-
ge, with their inputs, outputs, techniques, and tools (Si-
risomboonsuk et al., 2018).

The Information Technology Infrastructure Library
(ITIL) was created from the need to standardize IT pro-
cesses for outsourcing. It is based on the experience of
various professionals from public and private organiza-
tions worldwide, so it is adopted by large public and pri-
vate organizations in its segments of activity. In Brazil,
large organizations have also adopted this standard of
IT management, such as Banco do Brasil Staff Assistance
(CASSI, acronym in Portuguese), Companhia do Metropo-
litano de Sdo Paulo (Metr6-SP), Federal Data Processing
Service (Seprop), Sonopress, Banco Real/Santander, TIM,
Carrefour, Odebrech, Roche, Alcoa, Santander Banespa,
Philips, and Orbitall, according to news and success sto-
ries published in the specialized press (Magalhdes et Pi-
nheiro, 2007).

As highlighted by Fernandes et Abreu (2012), the main
goal of ITIL is to provide a knowledge of the best practi-
ces of IT service management according to the service
life cycle logic. Such practices, tested and validated by
the market, can be used by both companies that wish
to improve their IT operation, as well as those that are
starting an IT operation. Adopting ITIL can help the com-
pany achieve a greater degree of maturity and quality in
the use of IT assets, including information systems and IT
infrastructure, aligned with the needs of customers and
users.

The Control Objectives for Information and Related
Technology (COBIT) was created by the IT Governance
Institute (ITGI) in the 1990s as an educational resource
for chief information officers (ClO), senior management,
IT management and control professionals in order to gui-
de these professionals in the management and control of
IT (ITGI, 2007). To help organizations successfully address
corporate challenges and regulatory requirements, ITGI
published COBIT 4.1 in 2007 with a focus on control ob-
jectives and verification and reporting processes.

COBIT provides several models and resources for IT as-
set management. It stands out for being independent of
the adopted platform and for not having any restriction
as to the type of business of the organization. The CO-
BIT best practice model defines 34 processes distributed



in four domains: Planning and Organization; Acquisition
and Implementation; Distribution and Support; and Mo-
nitoring (Putri et al., 2017).

COBIT is designed to assist three distinct groups: ma-
nagers who need to assess risk and control IT invest-
ments; IT users who need assurance that IT services will
meet their internal and external demands and be well
managed; and for auditors who rely on COBIT to assess
the level of IT management and guide the organization’s
internal control areas (Putri et al., 2017).

3. METHODOLOGY

From a management perspective, the incorporation
and use of IT involves cognitive and organizational as-
pects that require special care in management research
(Pitassi et Moreno, 2009). In line with this understanding,
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the research presented in this article used a qualitative
approach, since it is the most adequate to investigate
aspects related to the perception of the different sub-
jects involved in the implementation of IT governance in
health organizations.

The qualitative approach investigates in detail the phe-
nomena of the studied environment and the researcher
lives and knows the reality of this group or environment.
In qualitative research, the researcher participates, un-
derstands and interprets (Michel, 2009). In this way, we
tried to allow the emergence of inductively collected as-
pects of the interviewees’ speeches (Creswell, 2010).

The research method used was a multiple case study
of OPS based in the state of Ceard, enabling comparisons
between them. Data were collected through ten inter-
views supported by semi-structured scripts, with five
managers who hold executive positions in the IT areas

Table 2. Profile of respondents

IDENTIFI-

PROFILE AND INFORMATION
CATION

IT_MANA- Has been the System Development Coordinator since 2009, leading a team with 16 systems analysts; has been in the
GER_1 company since 2005. Graduated in Accounting Sciences and specialist in Project Management.

USER MA- Has been the Actuarial Manager and Sales Administrator since 2008, leading a group of seven actuaries; has been in

oy the company since 2005. Holds a degree in Actuarial Sciences, a post-graduate degree in Business Management and

NAGER_1 , .

- a master’s degree in Finance and Insurance (UFC).

IT_MANA- Has been an IT Manager since 2006 and has been in the company since 2004 leading a team of 35 IT professionals;
GER_2 has a bachelor’s degree in Computer Science (UNIFOR) and an MBA in IT Governance and Strategic Management.

USER MA- She has been the Director of Registration and Billing since 2008, when she joined the company, leading a team of

- 60 employees. She is graduated in Computer Science (UFC) and specialist in Computational Methods (UFC). She has

NAGER_2 . . . . .

extensive experience in IT, having worked more than 20 years with systems development.
IT_MANA- IT manager since 2005, has been in the company since 1995, and leads a team of 105 professionals. Graduated in
GER_3 Computer Science (UNIFOR), MBA in Business Management (FGV) and master’s in applied informatics (UNIFOR).
Manager of Strategic and Actuarial Information since 2006 when he joined the company to lead a team of ten em-
USER_MA- . . .. . . . . L .
oy ployees. Graduated in Veterinary, Administration and Public Administration, has a degree in Finance, IT and Foreign
NAGER_3 ) . . . .
- Trade and a master’s degree in Administration and Controllership.

IT_MANA- IT Superintendent since joining the company in 2009, leading a team of 40 employees. Graduated in Computer Scien-
GER _4 ce (UNIFOR), specialist in Information Management and master’s in applied informatics (UNIFOR).

USER_MA- An actuarial Manager since 2010, he has been in the company since 2009. Leads a team of four people, holds a

NAGER_4 degree in Actuarial Science and an MBA in Financial Management.

IT MANA- In the company since 1990, he holds the position of Technology Manager since 2009, leading a team of 16 IT profes-
. sionals. He has a bachelor’s degree in computer science (UNIFOR), post-graduate in Software Engineering (UNIFOR)
GER _5 ) . . .

and a master’s degree in Applied Computing (UECE).
USER_MA- He has been in the company for less than a year to deploy the Project Office, managing a team of four. He holds a
NAGER_5 degree in Computer Network Management, specialization in Telematics and an MBA in Project Management.

Source: Own production

UFC: Federal University of Ceara; UNIFOR: University of Fortaleza; FGV: Getulio Vargas Foundation; UECE: State University of Ceara; MBA: Master of
Business Administration. (Acronyms in Portuguese)
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of the OPS and five managers of direct IT user areas with
knowledge and experience in the supplementary health
sector. Table 2 presents relevant information on the pro-
file and experience of the respondents. In this work, a
fictitious identification was used for each interviewee,
aiming to preserve their identities and their companies.

According to Yin (2010, p.39), the case study is an
“empirical investigation that investigates a contemporary
phenomenon in depth and in its real-life context [...] spe-
cifying when the boundaries between phenomenon and
context are not clearly evident”.

The qualitative case study requires the use of several
techniques of data collection and evidence. In this re-
search, the data were collected by triangulation of: i) semi-
-structured interview: used in the field research by means
of a script structured by topics, in order to approach the
whole context of the research; they were fully recorded
by digital equipment; open questions were transcribed
and interpreted to support the proposed research goal; ii)
documentary research: records, documents, policies, ANS
standards, company and ANS portals, and ANS information
sheets were collected, etc.; iii) direct observation: during
the field visits behavior, attitudes and visual information of
the work places were detected.

The units of analysis of this multiple case study were
the IT governance practices and tools used by the revie-
wed OPS, including dentistry, based in Fortaleza, capital
of the state of Ceara, but operating in several states of
the federation. They are representative companies in
the health insurance market in Brazil. Table 3 presents a
summary of the OPS without identifying them, keeping
their names confidential, according to the commitment
made in the invitation letter sent to each company parti-
cipating in the research.

In the analysis of the results, the Supplementary
Health Performance Index (IDSS, acronym in Portuguese)
was used to compare the cases studied. The data collec-
ted from the interviews were treated through analysis
of categorical content (Bardin, 1991). The categories of
analysis were collected from the literature review on
the tools and models of IT governance available to ma-
nagers. The interviews were transcribed and analyzed in
the same sequence as the script, which was used only as
a guide. The wealth of the information collected in the
field, the maturity of the companies, and the great ex-
perience of the interviewed facilitated the grouping and
the analysis by theme.

4. PRESENTATION AND DISCUSSION OF RESULTS

4.1 National Health Agency (ANS, acronym in
Portuguese)

The creation of ANS was a milestone in the regulation
of the health sector in Brazil. It is linked to the Ministry of
Health, but has administrative, financial and political au-
tonomy and legal power to enforce its resolutions (Brasil,
2000). The purpose of the ANS is to promote the defense
of the public interest in the supplementary health care,
in a process of regulation marked by the economic pers-
pective, which aims at the organization of the market
and the stimulation of competition, as well as the assis-
tance, aimed at guaranteeing the interests of consumers
in this market (ANS, 2013).

Private insurance is supplementary because it sells
health insurance plans and sells services already cove-
red, in theory, by public systems, such as SUS in Brazil. In
the country, 62% of hospital services and 92% of support

Table 3: Summary of reviewed OPS

DESCRIPTION CASE | CASE 11
Occupation area Exclusively dental Medical hospital
Modality Group dentistry Group medicine

Number of users | More than 600,000

CE, P, MA, PA, AM,

More than 2,500,000

Main states RN, PB, PE, AL, BA, All over Brazil
SE and GO
Ranking in
Brazil (number of | Among the 5 largest | Among the 3 largest
users)

Medical cooperative
More than 350,000
CE, PI, MA, RN, PB,

CASE 1l
Medical hospital

CASE IV
Medical hospital

CASEV
Medical hospital
Medical cooperative
More than 52,000

Self-management
More than 150,000

CE, PI, MA, RN, PB,

PE, AL, BA, SE, DF, CE
PA, RJ and SP PE, BA, SE and MG
Among the 20 Among the 80 Among the 200
largest largest largest

Source: Own production

CE: Ceard; PI: Piaui; MA: Maranhdo; PA: Pard; AM: Amazonas; RN: Rio Grande do Norte; PB: Paraiba; PE: Pernambuco; AL: Alagoas; BA: Bahia; SE: Sergipe;
GO: Goias; DF: Distrito Federal; RJ: Rio de Janeiro; SP: Sdo Paulo; MG: Minas Gerais



and diagnostic units are privately owned. Only outpa-
tient units have a state majority (78%).

The ANS publishes standards that must be fulfilled
by the OPS through so-called compromises and interac-
tions. One of the main commitments relates to the sen-
ding of information for the control and participation in
programs to stimulate the improvement of the quality of
services provided to clients. Among the information re-
quired periodically by the ANS are the OPS registration
data, the cadastral data of all users, the user registration
movements and clinical, surgical and laboratory appoint-
ments, and the accounting data of revenues and expen-
ses in accordance with the chart of accounts defined by
the agency.

All information must be generated and transmitted
digitally, taking into account technical criteria of layout,
data transmission, and information security. For the ge-
neration of this information, the IT areas of the OPSs
need to be prepared and organized to meet the requests
within the deadline and with the level of quality required
by the ANS offices. Much of this information is shared
and cross-referenced with other Federal Government
agencies as a way of confirming the truth of the data pro-
vided or complementing them.

The ANS has the power to require technological proce-
dures and constantly demand, with previously stipulated
deadlines, technological activities to the OPS, such as re-
quests for changes in systems, sending of data, and ex-
change of information. For example, customer cadastral
information should be forwarded monthly with customer
data (personal identification, address, and contractual
identification). The OPSs have until the 5" of the month
following the client’s adhesion to the plan to send the
data. The ANS makes available, upon request by OPS,
conference files containing the data of all the clients that
appear in the database of the Beneficiary Information
System (SIB/ANS, acronyms in Portuguese).

The Product Information System (SIP, acronyms in Por-
tuguese) is the instrument used by ANS to send informa-
tion and to monitor the assistance provided to the bene-
ficiaries. Sending the SIP is mandatory for all OPSs. The
information should be sent to ANS through an XML file.
The Periodic Information Document of the Operators of
Health Care Plans (DIOPS, acronyms in Portuguese) was
created with the purpose of collecting registration and
financial information for the follow-up of the OPSs with
regard to economic-financial health and the maintenan-
ce of cadastral data.

ANS also requires that OSPs maintain the continuity
of IT services so that customers can access information
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from the plan at any time via the WEB or through call
centers. In order to meet these demands, it is important
to manage the portfolio of IT projects, with well-defined
prioritization so that deadlines are met and fines or pe-
nalties are avoided. The PMBOK is the most used model
for the management of these projects.

In 2007, ANS created the Supplementary Health Qua-
lification Program to evaluate the quality of OPS, based
on the IDSS. The objective of ANS, with the program, is to
improve the quality of the services provided by the ope-
rators, to guarantee a balance in the market and to help
the consumer when choosing a health plan. The IDSS
classifies the operators by means of a score ranging from
0 to 1, divided into five bands: 0.00 to 0.19; 0.20 to 0.39;
0.40 to 0.59; 0.60 to 0.79; and 0.80 to 1.00.

According to Chart 1, the number of companies that
achieved the highest IDSS scores increased from 2013 to
2014.

4.2 Health plan operators in Ceara

All respondents confirmed IT’s participation in strate-
gic business decisions, helping to decide and supporting
with relevant information. A detailed examination of the
speeches reveals different levels of competence, with
different interpretations for what it means to participate
in strategic decisions:

De0,6a1,0

2013

2014

Chart 1. Set of operators with IDSS in the range of 0.6 to 1.0.
Source: ANS (2015).

“Yes, the IT area actively participates in the
corporate governance process through mon-
thly meetings, both for company performan-
ce appraisal and for monitoring and planning,
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participating in strategic planning and annual
budget planning. About three years ago, the
IT area participated in this process”. (IT_MA-
NAGER_ 1)

“Yes, it participates in strategic planning mee-
tings. There is always someone from IT parti-
cipating in the prioritization of projects and
definition of indicators, as well as other areas
of the company.” (USER_MANAGER_1)

The statements about the IT committees were those
that presented the greatest weaknesses and divergences
regarding the relation between IT and users, since IT ma-
nagers confirmed the existence of IT committees, while
the users’ managers were unaware of the existence or
disqualification of their activities and importance. This
evidence, portrayed below, may indicate that the diffe-
rences regarding the relevance of IT are still significant in
the studied OPSs.

“There is, because IT is not only responsible
for the activities of software development
and service management. The whole commu-
nication part of the company, which is proba-
bly one of the most important budgets within
the corporation, after the medical field, is un-
der our care. Every investment that is made in
IT goes through a financial planning process
produced quarterly within a scope of corpo-
rate governance. This committee is formed by
the Management Committee and by all the
managers, at the time of forming the financial
planning of the following quarter.” (IT_MANA-
GER_2)

“No, as far as | know, there is no IT committee
here in the company. If there is an IT commit-
tee | do not understand its actions.” (USER_
MANAGER_2)

The relational mechanisms between IT and other orga-
nizational units are, for IT governance, the determinants
of good IT performance and are very positively correla-
ted with good organizational performance (Tonelli et al.,
2015).

Through the responses of the interviewed managers,
it was possible to see that most companies use IT go-
vernance mechanisms in some way, but none of them in
their fullness or with great maturity. One company has
demonstrated that it is already implementing some good
practices, and that it has a well-defined medium and
long-term planning for future deployments. Three com-
panies have parts of IT governance deployed and want to

implement new strategies soon, even though they do not
have a specific plan or project. The following testimonial
shows how companies use parts of the methodologies,
adapting them to their needs:

“With IT governance, we implement parts of
ITIL, not completely, using the XMon tool,
which is a suite that covers four ITIL discipli-
nes. We have created the service portfolio
and ITIL is well used in infrastructure and end
user service. In the part of indicators we have
used the methodology of project manage-
ment based on the PMBOK, mainly in the area
of Bl (Business Intelligence) and in the area of
strategic projects. In software development,
on the other hand, we use project manage-
ment, but using agile management methodo-
logy, SCRUM, adapted with some characteris-
tics of the PMBOK, which is called SCRUMBUT,
an adapted SCRUM. And it is always aligned
with the business of the company.” (IT_MA-
NAGER_3)

It is easy to see the expression of concern of IT mana-
gers in the management of the project portfolio, because
the volume of demands is high and the level of collec-
tion is very large. Most IT managers had, at the end of
the language, the rules of prioritization that they should
apply to the demanded projects. The following testimony
reveals the high degree of maturity of IT areas regarding
the use of project management tools:

“The company implemented the project de-
velopment methodology about two years ago
for all areas. IT already worked with project
management. Deployment priorities are de-
fined between the IT area and the various
demanding areas and are always in line with
the company’s strategic planning, with system
errors having higher priority, followed by legal
and other demands.” (USER_MANAGER_3)

Tables 2 and 3 present two worksheets that are used
in one of the companies surveyed to assist in the priori-
tization of the IT projects that will be selected for execu-
tion in the following semester.

Table 1 presents an example worksheet, where each
project is compared to the others on the importance, ba-
sed on three strategic criteria (without authorization for
disclosure). Projects with the highest number of victories
are developed in the following semester.

Graph 2 presents another tool used to identify the
most important projects. The GUT (Gravity, Urgency and
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Graph 1. Matrix “X x Y”

PROJECT 1 0 0 0 0 0 1 0 1 0 2
PROJECT 2 1 1 1 1 1 1 1 1 1 9
PROJECT 3 1 0 1 0 0 1 1 1 1 6
PROJECT 4 1 0 0 0 1 1 1 1 0 5
PROJECT 5 1 0 1 1 1 1 1 1 1 8
PROJECT 6 1 0 1 1 0 1 1 1 1 7
PROJECT 7 0 0 0 0 0 0 0 0 0 0
PROJECT 8 1 0 0 0 0 0 1 1 1 4
PROJECT 9 0 0 0 0 0 0 1 0 0 1
PROJECT 10 1 0 0 1 0 0 1 0 1 4

Source: Documents of the researched company

Graph 2: GUT Matrix (Gravity, Urgency, and Trend)

Financial risk? (high/low/medium) 3 3 3
. . .
PROJECT 1 25,667 Risk of legal penalties? (high/low/medium) 1 1 1
How long have you been waiting in the execution
queue? 3 3 3
Financial risk? (high/low/medium) 5 5 5
. o (i .
PROJECT 2 34333 Risk of legal penalties? (high/low/medium) 3 3 3
How long have you been waiting in the execution
queue? 1 3 3
Financial risk? (high/low/medium) 3 5 5
. Yo (T .
PROJECT 3 29,444 Risk of legal penalties? (high/low/medium) 3 5 5
How long have you been waiting in the execution
queue? 1 3 1
Financial risk? (high/low/medium) 3 1 3
. ne? (i .
PROJECT 4 18,333 Risk of legal penalties? (high/low/medium) 1 1 1
How long have you been waiting in the execution
queue? 1 3 1
Financial risk? (high/low/medium) 1 1 3
. Yo (o .
PROJECT 5 11,222 Risk of legal penalties? (high/low/medium) 1 1 1
How long have you been waiting in the execution
queue? 1 1 1
Financial risk? (high/low/medium) 3 5 5
. <3 (hi .
PROJECT 6 29,444 Risk of legal penalties? (high/low/medium) 3 5 5
How long have you been waiting in the execution
queue? 1 3 1

Source: Documents of the researched company



504

Electronic Journal of Management & System
Volume 11, Number 4, 2018, pp. 495-508
DOI: 10.20985/1980-5160.2018.v13n4.1432

Graph 3: Interpretative evaluation of authors.
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Trend) Matrix is a way of evaluating each project indivi-
dually as to the gravity of the problem that the project
will solve, the urgency of solving this problem for the
company’s business and the worsening of conditions if
this problem is not resolved.

According to the IT manager, the Matrix GUT and Ma-
trix “X x Y” tools are used as support for decision making
to present a first version of project prioritization for the
coming semester; however, projects are definitively prio-
ritized at the IT Committee meeting, and adjustments
can be made based on the sensitivity of the managers
who form the IT committee.

In the informal conversations, meetings, interviews,
and documents used to manage the projects that were

presented, it was easy to perceive and prove that the
PMBOK is the framework most used by companies. It is
important to note that, nevertheless, these effects and
advantages are not perceived by the user areas; on the
contrary, most of the user managers reported not kno-
wing the methodology and the use by IT.

“l know they use a methodology, but | do not
know what it is. It has certainly contributed to
the demands of the ANS; the regulations that
go to all the systems are altered upon these
deliberations.” (USER_MANAGER_2)

The COBIT framework is the least used by the IT gover-
nance of the companies surveyed. Of the 34 processes
that make up COBIT, only three or four, usually focused



on the control function, are used. The processes with the
most evidence during field research were: i) to monitor
and evaluate IT performance; ii) to monitor and evaluate
internal controls.

With the exception of one of the reviewed OPSs, all
others use, on some scale, indicator panels, cash ma-
nagement or periodic reports to monitor IT performan-
ce. Although the use of COBIT does not summarize the
presence of indicators, some statements report the con-
tribution of the COBIT methodology to the adoption of
more sophisticated control mechanisms, as can be seen
below:

“All IT management personnel are formed and
trained in COBIT and ITIL. The company funded
all team training with more than one course.
We have a structure of managerial and stra-
tegic indicators that are monitored monthly
in the forum with the executive board and
all superintendents; the technology has five
indicators of performance and projects, and
tactical indicators, with which management
accompanies its teams. The tactical indicators
were pointed by the COBIT methodology.”
(IT_MANAGER_4)

Of the OPS surveyed, only one did not use ITIL. All the
others have professionals certified in ITIL and have de-
monstrated knowledge, evidence and defended the ad-
vantages of its use. The internal documents evidenced
the maturity of the use of this framework in meeting the
demands of ANS:

“We have several ways to improve our in-
ternal ITIL processes: we have the internally
developed call opening tool, which controls
who opened them, and prioritizes and con-
trols the level and time to execute them. This
allows controlling quantities at the end of
the month, - the number of calls that were
opened and closed, and those whose deadli-
ne was expired. This generates some tactical
indicators. In addition, we have market tools
that control the full availability of assets: ser-
vers, links, desktops and all inventory of ma-
chines and software. In conclusion, we have
several ITIL activities contemplated, but |
cannot say that | have the ITIL process fully
implemented. All these tools allow me to be
within the deadlines and to meet these ANS
demands.” (IT_MANAGER_4)

Given the critical nature of this issue for ANS, all com-
panies demonstrated a high level of use of Information
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Security, seeking constant improvements in this area, as
can be seen in the following testimony:

“Today, as the operator is regulated by ANS
and there is a standard that we have to follow,
our websites are certified by Certisign. Follo-
wing a standard required by ANS, our databa-
se is backed up on a daily basis, [...] besides
the use of security standards for the composi-
tion of passwords, use of last generation ope-
rating system; everything so that customer
data and data used by the service provider are
always being kept securely.” (IT_MANAGER_1)

Information security is also perceived by IT user ma-
nagers, who recognize the need and importance of this
subject, as verified in the statements below:

“There is an entire system of access control,
both to the functionalities via WEB and to the
internal systems; the users have their profi-
le determined in the system and they only
access the functions and functionalities ac-
cording to their profile; there is a password
exchange control, which requires that the
person revalidate the password and register
again every month, all done automatically by
the systems.” (USER_MANAGER_2)

Although reports and evidence show that some ac-
tions are taken to ensure information security, no com-
pany has implemented or plans to formally implement
the best-known norms in the market, such as: NBR 1SO/
IEC 27001:2006 and 27002:2005. These standards have
conceptually all the technical and legal requirements ne-
cessary to supply, with quality, the security of the infor-
mation in any type of organization.

Based on the interviews, document analysis and par-
ticipant observation during the visits, Graph 3 was ela-
borated from the consolidated evaluation regarding the
use of each IT governance framework in the companies
surveyed. It should be noted that the classification of the
level “No” to “Much” was obtained qualitatively from the
interpretative and collective effort of the authors of this
article.

The classification ranged from one operator (Case V),
who received only one green score (Good) and seven yel-
low scores (Regular), to the best operator (Case Ill), who
received ten green scores (Good or Much) and five yellow
scores (Regular). Table 6 represents an evaluation that is
considered regular or good for the company that best ap-
plies IT governance and an evaluation considered insuf-
ficient for the company that least applies IT governance.
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Graph 4. Dimensions assessed from IDSS.

IDSS ‘ Supplementary Health Performance Index
Verifies the conditions of the offer of network of clinics, hospitals, outpatient clinics, laboratories, and diagnostic
STRUCTURE/ . . e . .
OPERATION centers offered by health plan operators to care for their beneficiaries. In addition, it assesses the fulfillment of
the technical and registration obligations of the operators with ANS.
DATA SUBMIS- Corresponds to the degree of fulfillment of the periodic obligations of the operators regarding the due referrals
SION of the data of the information systems: SIB, SIP, DIOPS, within the established deadlines.
CADASTRAL It is a measure of the quality of the registration data of beneficiaries of an operator, regarding the fields of identi-
QUALITY fication of the beneficiary and identification of the plan to which it is linked.

Source: Own elaboration.

Table 4. Comparison of interpretive evaluation with IDSS 2014.

AVERAGE IDSS: ANS Assessment in 2014
ASSESSED CASES AVERAGE EVALUATION

THE BEST TWO GOOD

1

THE WORST TWO REGULAR

GENERAL IDSS OPERATING STRUCTURE

0,75788 t 0,84508 '
0,694085

0,594232

Source: Own elaboration.

In order to compare the results obtained, Graph 4
shows the ANS assessments reflected in the IDSS, which
range from 0 (zero) to 1 (one). It should be emphasized
that, in this research, only those indicators that directly
involve IT were used.

Considering the operators that obtained the best con-
cepts (Cases | and Ill) and the operators that obtained
the worst concepts (Case IV and V), it can be seen in Ta-
ble 4 that the qualitative evaluation constructed in this
article from the evidence in the field is compatible with
the IDSS calculated by ANS for these operators in 2014
(data for 2013).

5. CONCLUSIVE CONSIDERATIONS

The objective of this article was to evaluate the impacts
of IT governance implantation in the OPS segment in Cea-
ra state as support to meet ANS standards that involve
IT. The analysis of the obtained results allows concluding
that all the evaluated OPSs already implanted the IT go-
vernance, although they have different levels of maturity.
As expected, given the penetration of IT use in contem-
porary organizations, it became clear that OPSs use IT to
support processes that meet the demands of ANS.

The results show that, in fact, IT governance assists
in meeting ANS standards, even for those operators that
do not use the full potential of the tools analyzed in this

study. From the tools evaluated, the COBIT processes
were those with the lowest level of utilization. It can be
seen that the emphasis in the use of governance mecha-
nisms, processes, and tools falls on the objectives related
to information security and the control and monitoring
of IT activities.

Although the focus of this article was to comply with
ANS rules, which involve transactional processes and ca-
dastral information, it was possible to perceive the less
emphasis on the processes aimed at aligning IT projects
with the needs of the business areas, considered a stra-
tegy objective of IT governance that is still flawed. This
gap is even more relevant when one observes the diffe-
rence of perception between IT managers and business
managers when discussing this alignment and the mana-
gement of projects critical to the business. As a sugges-
tion to address this gap, the strengthening of IT commit-
tees and IT users is indicated.

In all the OPSs studied there is the opportunity to evol-
ve in the implementation of processes or frameworks of
IT governance. It should be noted that the interviewed
managers indicated that they usually adapt the tools
studied to the needs of their organizations, which may
explain the choice of the most critical processes for the
compliance objective to ANS rules.

According to the results obtained, it is possible to ar-
gue that the full use of IT governance can bring greater



control, transparency and security in meeting ANS stan-
dards. On the other hand, the low use or total absence of
these frameworks can cause critical situations, such as:
wrong prioritization of projects, projects without ade-
quate management, poorly targeted IT infrastructure,
and inadequate data and access security. However, full
adoption of management systems, such as COBIT, may
require efforts that many organizations are not prepared
to implement, or even do not want to adopt, given the
risks of tool bureaucratization.

Despite the representativeness of the cases studied, it
is recommended, to further support the conclusions, to
extend this research to operators of other states of the
same or greater size, thus guaranteeing the confirmation
of the data in other places. This new approach would al-
low the comparison of IT governance between states of
the federation.

It would also be of great value to study the regulatory
agency’s perception of the IT governance of OPS. This
type of research would bring valuable information to the
operators, supporting the improvement of the services
provided to their users. It would also be necessary to
study IT governance in these organizations to evaluate
the benefits of these frameworks in supporting the com-
mercial and operational processes essential for this sec-
tor of the economy.
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